MHUHHCTEpPCTBO HAyKH H BEICIIET0 00pa3oBanus PO

o . Dopma
VIIbSHOBCKUH rOCY1apCTBEHHBII YHUBEPCUTET

®-Paboyas nporpaMma 1o JUCLHUIUIMHE

YTBEPXJIEHO
ICHHEM Y4eHOro coBeTa (pakynbTeTa MAaTEMATHKH,
H()OPMAIIMOHHBIX U ABUALIMOHHBIX TEXHOJIOTUI
7» 05 2022/,1., mpoTokosn Ne_4/22

f

Ipencenarens /! M.A. Boakos

" MNEMAMM, T>
> | VHDOPMALIAOHMLX | < - 5 3
M ABUALIMOHHEx [ @ < »

BYALIMOKHEIX /2 0

TExsonormn /@ 0L % (nodnuce, pacuughposka noonucu)
If

jﬁ 17 » 05 * 2022 .

PABOYASA ITPOT'PAMMA JIUCIIUIIJIMHBI

Jucnumninaa OcHoBBI HTHGOPMAITMOHHON O€30MTaCHOCTH

dakynbTeT Matematuku, HHGOPMAIIMOHHBIX ¥ aBHAIIMOHHBIX TEXHOJIOTHH
Kadenpa NudopmannonHoii 6e3omacHocT u Teopuu ynpasienus (MbuTY)
Kypc 3

Cnenuansaoctb: 10.05.01 "KomnsroTrepHas 6€300acHOCTS"
KOO Hanpagﬂeuuﬂ (cneuuaﬂbﬂocmu), NOJIHOe HaAuMeHoB8AHUue

Cnenuanuszanus: "MareMaTuyecKue MeTOAb! 3aluThl nHdopManuu"
NOJIHOe HaAuMeHoB8AaAHUue

dopma oOydeHHS: OuHas
OYHAA, 3Ad04YHAA, OYHO-3A0YHAA (ykasamb MmoJibKo me, Komopblepeaﬂwy}omwl)

Jlata BBeieHus B yueOHbIH npouecc Yal'V: « 01 » 09 2022 .

[Tporpamma akTyanu3upoBaHa Ha 3aceanuu Kadeapsl: mpotokon Ne 13 ot 11 mas 2022 r.

[TporpamMma akTyanu3upoBaHa Ha 3aceaHuH Kadeaphl: MpoTokoa Ne  oT 20 T.
[Iporpamma akTyanu3upoBaHa Ha 3acenaHnuu Kadeapsl: MpoTokos Ne ot 20 T.
CBesieHHs 0 pa3padOTIHKAX:
DUO Kathenpa JIOJKHOCTD,
y4eHasl CTENEHb, 3BAHUE
NBanuoB Auapeit MuxaiinoBud UbuTV Kananoat TexHuueckux

HayK, JIOLEHT

COT'JTACOBAHO

3aBeyIONIHi BBITyCKAIOIeH Kadeapoit
«nadopmarmonHas 6€30MacHOCTb U TEOPHsI
yIpaBICHUA»

. -’[ Angpeee A.C. |/

o .._-f?.'rirhu.r-.'l-.l g .02 )
&
« 11» 05 2022 .

dopma A Crpanuna 1u3z 19
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®-Paboyas nporpaMma 1o JUCLHUIUIMHE

1. IEJIM U 3AJJAYHN OCBOEHMUSA JTUCTIAITJIMHBI

Ilesi ocBOeHUS AN CHUIIHHBI:

00y4YUTh CTYJIEHTOB MPHUHIUIIAM oOecrieueHrus MHOOPMAIMOHHOW OE€30MacHOCTH, TOJI-
XOZaM K aHaJu3y ero HHGOpMaMOHHON MHPPACTPYKTYPHI U PEIICHUIO 3a7au 00ecreueHus nH-
dhopmarmoHHOM 0€30MMaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM;

coJeicTBOBaTh (PyHAAMEHTATU3aMK 00pa3oBaHUs, (HOPMUPOBAHHIO HAYYHOTO MHPO-
BO33PEHUS U Pa3BUTHIO CHCTEMHOTO MBIIUICHHS.

3agauM 0CBOeHUS AMCUHUTLINHBI:

JIaTh OCHOBBI:

METOAOJIOTUN CO3JIaHHsI CUCTEM 3aIUThHI HH(OPMALINH;

METOJIOB, CPEJICTB U MPHEMOB BeICHHS HH(POPMAIIMOHHBIX BOIH;

oOecrieyeHnss HHPOPMALIMOHHOMN 0€301MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Hucnunnunaa «OcHOBBI MH(POPMAITMOHHON 0€30MacHOCTHY HM3ydaeTcsl B 5 ceMecTpe u
OTHOCHUTCSI K YHCITY 00s3aTeIbHBIX AUCHUIUIUH Oioka b1, mpeaHasHaueHHOTO Ui CTYAEHTOB,
oOyyvaroruxcst o crienuanbHOcTH 10.05.01 — «KommnbroTepHast 6€301acHOCThY.

JUisl yCrIenIHoro M3y4eHus! JUCUUIUIMHBI HeOOXOAMMBI 3HAHHS M YMEHUs, IPUOOPETEeH-
HbIE B pe3yJibTaTe ocBOeHHs KypcoB: «HMHpopmaTuka»; «['yMaHuTapHble acrieKThl HHPOpMAIlK-
OHHOM Oe3omacHocTH», «Teopus nHPpOpManum», «OpraHu3alMOHHOE U MPABOBOE OOecreYeHne
nH(pOPMAITMOHHOMN 06€30MMaCHOCTI.

Jl1 OCBOEHMSI TUCLUIUIMHBI CTYAEHT JOJDKEH MMETh CIEIYIOIIME «BXOJHBIE» 3HAHUS,
YMEHUS, HABBIKU U KOMIIETEHIINH:

3HaHue 0a30BBIX MOHATUH B 006J1aCTH UHPOPMATUKU U TEOPUH HH(OPMAIINH;

CIOCOOHOCTH MCMOJIb30BaTh HOPMATUBHBIE IIPABOBBIE IOKYMEHTHI;

CHOCOOHOCTh aHATM3UPOBATH COLUAIBHO-3HAYMMBbIE ITPOOJIEMBI M IPOLIECCHI;

CIIOCOOHOCTh HCIIOJIb30BaTh OCHOBHBIE 3aKOHBI €CTECTBEHHO-HAYYHBIX JAMCLHUILINH,
MPUMEHATh METO/Ibl MATEMATHUYECKOT0 aHAJIN3a U MOJIETTUPOBAHUSI.

OcHOBHbIE TOJOXEHUS TUCHUIUIMHBI HCIIOJIB3YIOTCS B JalibHEHIIEM MpU H3YYEHHUH
TakuX JIucHMIUIMH Kak: «KommbloTepHble cetn»; «Mojaenu 0e30MacHOCTH KOMIBIOTEPHBIX
cUCTeM»; «3alluTa B ONEpPAlMOHHBIX cHcTeMax»; «OCHOBbI TOCTPOCHMS 3alIUIIEHHBIX
KOMITBIOTEPHBIX CceTei»; «3amuTa mporpaMMm © JaHHBIX»; «Kpunrorpaduyeckue MeTombl
3amuThl nHGopManuny; «Kpuntorpadguueckrue mpoTOKOIBI.
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®-Paboyas nporpaMma 1o JUCLHUIUIMHE

3. IMIEPEYEHbD IIJNTAHUPYEMBIX PE3YJIbTATOB OBYUEHUS
O AMCIUIVIMHE (MOAYJI0), COTHECEHBIX C IINTAHUPYEMbBIMU
PE3YJIbTATAMH OCBOEHUSI OBPA3OBATEJIbLHOM ITPOI'PAMMBI
[Ipouecc n3yueHus: AUCUUILIMHBI HAIpaBJieH Ha GOpMHUPOBAHUE CACAYIOIIUX KOMIIETEHIIUI:

Kox m HammeHOBaHMe pea-
JIN3yeMoii KoMIeTeH U

Ilepeyens miaaHupyeMbIX pe3yJIbTATOB O0y4eHHUs] IO JHC-
HUILIAHE (MOAYJII0), COOTHECEHHBIX € MHIAMKATOPAMH /10-
CTH2KEHHUSsI KOMIIeTeH M

OIIK-1 - CmocobeH oreHu-
BaTh pPoOJb MH(GOpPMAIIMH, WH-
(hOpMAITMOHHBIX TEXHOJIOTHIA
U uHPOpMALMOHHON  0e3-
OIMACHOCTH B COBPEMEHHOM
o0I1IecTBe, UX 3HAYEHUE A
obecrnieyeHnsT OOBEKTHBHBIX
noTpebHOCTE JUYHOCTH,
o01ecTBa U rocyapcTBa

3HaTh:

3HaueHue nHpopmamnmu, NHHOPMAITMOHHBIX TEXHOJIOTHIA U WH-
dhopmarmoHHol 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE ISt
obecrniedueHrss OOBEKTUBHBIX TMOTPEOHOCTEH JTMYHOCTH, OOIIIe-
CTBa U TOCYAapCTBa

Ymers:

OLIEHUBATh POJIb MHPOPMAIUH, HHOOPMAIIMOHHBIX TEXHOJIOTHI
1 MH(OPMAITMOHHON 6€30MTaCHOCTH B COBPEMEHHOM O0IIIeCTBE
Baagern:

HABBIKAMU OIICHKW POJM M 3Ha4YeHHs HHPopMaiuu, napopma-
IIMOHHBIX TEXHOJIOTUH W WH(GOPMAIIMOHHON 0e30macHOCTH B
COBpEMEHHOM OOIIECTBE

OIIK-5 - CnocobeHn mnpume-
HATb HOPMATHUBHBIC IIPaBO-
BbIC aKTbl, HOPMAaTHBHBIE U
METOANYCCKHUC AOKYMCHTHI,
perIaMeHTHPYOIINe nest-
TCIBHOCTh I10 3allUTEC HH-
dbopmaru

3HaTh:

OCHOBHBIE HOPMATUBHBIC TIPABOBLIC aKThI, HOPMATUBHBIC U Me-
TOJMYECKHE JOKYMEHTBI, PETrJIaMCHTHPYIONINE ICATCIbHOCTD
10 3aImuTe nHGOpMaIuu

YMerTh:

MPUMEHITh HOPMATHBHBIC IPABOBBIE aKTHl, HOPMATHBHBIC U
METOJIMYCCKUE JIOKYMEHTBI, PETJIaMCHTHPYIOIIHE JICATEb-
HOCTB TI0 3aIIKTe HHOpMAIIH

Baagern:

HABBIKAMU TPUMEHEHUS HOPMATUBHBIX MPABOBBIX aKTOB, HOP-
MAaTUBHBIX U METOJMYECKUX JOKYMEHTOB, PEriIaMEHTUPYIONTUX
JeSITENIbHOCTH I10 3aIUTe WH(HOpMAIIUU

OIIK-6 - Crnocoben mpu pe-
IEHUU  MPOECCHOHATBHBIX
3aJa4 OpraHHU30BBIBATH 3a-
MUATY WHPOPMALUU OTPaHU-
YEHHOI'0 JIOCTyIa B KOMIIbIO-
TEPHBIX CHCTEMaX U CETIX B
COOTBETCTBUU C HOPMAaTHB-
HBIMH TIPaBOBBIMU aKTaMH,
HOPMAaTUBHBIMH U METOJINYe-
ckumu JokymeHrtamu Dene-
pagbHOM CITy)ObI O€30macHO-
ctu Poccniickoit denepanuu,
®denepanbHON  CITYXKOBI  TIO
TEXHUYECKOMY U IKCIOPTHO-
MY KOHTPOJIIO

3HaTh:

MOPSZIOK OpTaHW3aIlMU 3aIIUTHl WHPOPMAIUA OTPAHUYCHHOTO
JIOCTyIIa B aBTOMaTU3UPOBAHHBIX CHCTEMaX B COOTBETCTBUU C
HOPMaTHUBHBIMU MPAaBOBbIMU aKTaMH, HOPMATUBHBIMH U METO-
TUYECKUMH JIOKyMeHTaMu DenepanbHON CITy»KObl Oe301acHo-
ctu Poccuiickoii ®enepanyn, denepanbHoil Ciry>KObI MO TeX-
HAYECKOMY U IKCIIOPTHOMY KOHTPOJTIO

YMeTh:

OpraHU30BBIBATH 3AIUTY HHPOPMAIIMH OTPAHUUYEHHOTO JTOCTY-
Ma B aBTOMAaTHU3UPOBAHHBIX CHUCTEMAaX B COOTBETCTBUU C HOP-
MaTHBHBIMH TIPABOBBIMH aKTaMU, HOPMATUBHBIMU U METOINYE-
CKUMH JOoKyMeHTamu DenepanbHON CiyXObl 0€301MacHOCTH
Poccutiickoit @enepanun, denepaibHON CITyKOBI MO0 TEXHUYE-
CKOMY U 3KCIIOPTHOMY KOHTPOJIIO

Baagern:

HABBIKAMU OPTaHHU3AIUH 3AIUTH THPOPMAITUU OTPAHUICHHOTO
JIOCTyIIa B aBTOMAaTU3UPOBAHHBIX CHCTEMaX B COOTBETCTBUU C
HOPMATUBHBIMH NPABOBBIMU aKTaMHU

dopma A
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®-Paboyas nporpaMma 1o JUCLHUIUIMHE

4. OBIIAA TPYJTOEMKOCTD JUCIUAITJIMHBI

4.1. O0beM TUCUMILIMHBI B 324€eTHBIX eIUHHUIAX (Bcero) 3.
4.2. O0beM THCHMILIMHBI 10 BUIaM Y4eOHO# padoThl (B yacax):

B yuebHoi KommuecTBo yacoB (hopma oOydeHHs] OuHas)
B 1.4. mo cemectpam
paboThI Bcero o mnany 5
1 2 3 4 5
KonTtakTtHas pa- 54/54* 54/54*
06ota oOyuato-
HIUXCS C MPEro-
JlaBaTesieM
AynuTOpHBIC 3a- 54/54* 54/54*
HATUS:
Jlexiuu 36/36* 36/36*
[IpakTnueckue u
CEMHUHApPCKHE 3a-
HATUS
JlaGopaTopHsble
pabotsl (Jrabopa- 18/18* 18/18*
TOPHBIN [TPAKTH-
KyM)
CamocrosiTenbHas 54 54
pabora
dopma TEKyIIEro -TectupoBanue
KOHTPOJISI 3HAHUI HAa CeMHUHApaXx;
U KOHTPOJIS - BOIIPOCHI MpHU
CaMOCTOSATEJIBHOMN 3aUIuTe
paboTHI: 1a00paTOPHBIX
TectupoBanue, pabot
KOHTp. pa0oTa, - petepatsr Ha
KOJUTOKBUYM, 3a/IaHHbIC TEMBI
pedepar u ap. (He
MeHee 2 BUJIOB)
Kypcogas pabora
Bunsl npomexy-
TOYHOMU aTTecTra- 3auer 3auer
UM (9K3aMeH,
3a4er)
Bcero wacos no 108 108
JUCIUILINHE!

* B cinydae HEOOXOAMMOCTH HCIIOJIB30BaHMS B YYEOHOM IMPOIECCE YaCTUYHO/HUCKITIOUUTEIEHO
JTUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTUH B TaOmWIlE Yepe3 Clell YKa3bIBaeTcs
KoJm4yecTBO 4acoB paboTsl [ITIC ¢ oOyuarommmucs 1yisi TPOBEICHUSI 3aHITHI B TUCTAHITMOHHOM
(dbopMaTe ¢ MPUMEHEHUEM SJICKTPOHHOTO O0YUYCHHSI.
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dopma

®-Paboyas nporpaMma 1o JUCLHUIUIMHE

4.3. Conepxxanue TMCHUILIHHBI (Moay.s.) Pacnpenenenne 4yacoB 1o remam M BUIam

yueOHoi#i padoThI:

dopma o0yueHus ouHas
Buapl yaeOHBIX 3aHATHI
AyauTOpHBIE 3aHATHUS Ca-
3aHATUS | MO-
IIpaxTu- dopma
HaszBanue u paznenos u | Bcee- JlaGo- | B HH- | CTOSI-
YECKUE TEKYILETro
TEM ero | Jlek- patop- | Tepak- TEJIb-
3aHSTHS, . KOHTPOJIS
117041 HBIC TUBHOM | Has o
CEMHUHA- 3HAHUIA
paboter | popme pabo-
pHI
Ta
1 2 3 4 5 6 7

Paznen 1. Undopmannonnas 6

€30IIACHOCTh B CHCTEME HAIIMOHAJILHOM 0e3onmacHocTH PD

1. ITonsgTHE HAITMOHAIL- 4 2 2 Tector T1,
HOI 6€30MacHOCTH. ped. 1
2. HarmmoHanbHBIC HHTE- 4 2 2 Tector T2,
pecol Poccun B nHbOp- ped. 2,3
MAaIMOHHOM cdepe.
3. Yrpo3sl nadopmarm- 10 2 4 4 4 Tecter T3,
OHHOH 0€30IaCHOCTH ped.2.4,5,
Poccutickoii deneparym. 71a6.pad. 1
4. VcToyHUKH yrpo3 4 2 2 Tecter T4,
nHpopManmoHHOM 6€3- ped. 4
onacHoctu PO.

Paznen 2. UndopmanmonHasi BOMHA, METO/bI M CPEJACTBA €e BeJIeHUs
5. Nadopmannmonnas 4 2 2 Tectrr TS,
0e30macHOCTh 1 UH(DOP- ped. 5,6
MaIMOHHOE MPOTHBO-
00pcTBO
6. Ilpuemsr uadopmanu- | 4 2 2 Tectrr T6,
OHHOTO BO3JCHCTBUS B ped. 5,6
nH()OPMAITMOHHOW BOWMHE
7. Tunomas ctparerus | 4 2 2 Tector T7,
WH()OPMAITMOHHON  BOW- ped. 5,6

HBI.

Paznen 3. 3ammra 0T HECAHKIIMOHMPOBAHHOIO J10C

na (HC/I) B uH(popManMoHHBIX cCTEMax

8. Krnaccudukamnus aBTo- 4 2 2 Tectrr T8,
MaTHU3UPOBAHHBIX CUCTEM H ped.7

TpeOOBaHM TIO 3aIlnTe

UHQOPMALIUH.

9. CrIpykTypa CHUCTEMBI 4 2 2 Tecter T9,
3amuTel  MHGOpPMAIMK  OT ped.7

HC/I. Haznauenne wu

(YHKIMU 3JI€MEHTOB.

10. Mogenu ympaBiaeHUs 6 2 4 Tectrr T10
JIOCTYTIOM. ped.5

Paznen 4. OcHoBHBIE MeTOAbI 0OOecniedeHUs1 HHPOPMALMOHHOK 0€30IMaCHOCTH

11. OCHOBHBIE TOHATHS |

4 | 2 |

2

| Tectsr T11

dopma A
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MI/IHI/ICTepCTBO“HayKPI ¥ BBICIIETO PGpaSOBaHHS( PO Dopma
ViIbsSHOBCKHI TOCy1apCTBEHHBIM YHUBCPCUTET
®-Paboyas nporpaMma 1o JUCLHUIUIMHE
Kpunrorpaduueckon ped.2,
3amuTHl THGOPMAITIH.
12. CummeTpuuHble 4 2 2 Tectsr T12
Kpunrorpaduieckue cu-
CTEMBI.
13. AcumMmeTpuyHbIe 4 2 2 Tecter T13
KpHUIl-Torpaduaeckue
CUCTEMBI.
14. Wnentudukamus u 4 2 2 Tecter T14
ayTeHTH(UKALHUSL. ped.7
15. Pasrpanuuenue u | 4 2 2 Tecter T15
KOHTpOJIb  JIOoCTyna K
uHO..
16. Texnosnoruum mexce- 6 2 4 Tecter T16
TEBBIX 3KPAHOB.
17. Bupryanbnble yact- | 4 2 2 Tecter T17
Hele cetr (VPN). ped.2,
18. Metoael oOHapyxe- | 6 2 4 Tecter T18

HUS BTOPKEHHH (aTak).

Pa3nes 5. CpeacrBa 3amuuThl HHGOPMALMH OT HECAHKIIMOHHPOBAHHOIO JOCTYIA

19 Cucrema SecretNet| 6 4 4 2 nab. pabd 2
Studio

20. Cucrema 3amnuUTEl OT 6 4 4 2
HCJ] «Dallas Lock».

nab. pad 3

21. DnexTpoHHBbIM 3aMoK | 4 2 2 2
"Coboup".

nab. pab 4

22. Cucrema 3alIUTHI 4 2 2 2
KOH-(DHICHIIMATbHON
uHpOpMALlUM U TepCo-
HaJIbHBIX JaHHBIX
«Secret Disk».

nab. pad 5

23 IlporpammHo-amnimapa- 4 2 2 2
THBIA KOMIUIEKC CPEJICTB
3aIUTHl UHPOPMAIIHH OT
HCJI “Axxopm»

1ab. pabd 6

Uroro: 108 36 18 18 54 3a4éT

5. COAEPKAHUE JUCIUAIIJIMHBI (MOAYJIS)

Paznen 1. WuapopmaumoHHasi 0e30maCHOCTh B CHCTeMe HAUMOHAJIbLHOM
0e3onacHocTu Poccuiickoii @enepanun

Tema 1. [TonsiTre HalMOHATLHON 0€30MACHOCTH.

CyurHoCTh U coJiep)KaHUe HalMOHAIBHON Oe3omnacHocTH. OCHOBHBIC 3a7aud B 00JaCTH
obecrieyeHrss HalMOHaNBHOU OezonmacHocTH. OOBEKT U cyOBeKT Oe3omacHocTH. Bubl 6e30mac-
HOCTH: 3KOHOMHYECKAsl, BHYTPHUIIOJIUTUYECKAs, COLMAIbHAs, MEKIyHapoIHasi, HH(POPMAIIMOH-
Hasi, BOCHHAsA, NIOTpaHUYHAs, dKOJoTu4Yeckas u aApyrue. Buasl 3ammmaemoit nudopmarmn. Oc-
HOBHbBIE MOHATHUS U 00LIEMETOA0I0THUECKHE MPUHIUITBI HH(POpMaMoHHOM Oe3onmacHocTu. Poib
MH(POPMAIMOHHOM 0€30MacHOCTH B 00eCieueHHH HAIlMOHAIbHOW OE€30MaCHOCTH TOCYJapCTBa.

Tema 2. HarimonanwsHbie nHTEpech Poccuu B nHDopmaIimonHoi cdepe.

Mecto u pons Poccun B rioGanbHOM HHPOPMALMOHHOM IpocTpaHcTBe. HarmoHansHble

dopma A Crpanwuna 6u3 19
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®-Paboyas nporpaMma 1o JUCLHUIUIMHE

uHTepechl Poccun B mH(OpManmoHHoi cdepe u ux obecreuenue. MHTEpechl TUYHOCTH B WH-
dhopmarmonHoit chepe. MHTEpeck rocynapcTsa B nHGopMaoHHoH cdepe. OCHOBHBIE COCTaB-
TISIONIUE HAIMOHAIBHBIX HHTEpecoB Poccuiickoit @enepannu B uHGOpMaIIMOHHOM chepe.

Tema 3. Buasl yrpo3 undopmarmonHoit 6e3omacnoctu Poccutickoit @enepamum.

[IpoGnemsr obecrieueHunss MHOOPMAIMOHHONW 0€30MacHOCTU. YTPO3bl KOHCTUTYLMOHHBIM
mpaBaM U cBOOOJIaM uYeJjOBeKa U rpakJaHuHA B 00JacTU AyXOBHOM KU3HU M MH(OPMALMOHHON
NesTeIbHOCTH, HHAUBUIYATbHOMY, TPYNIIOBOMY M OOIECTBEHHOMY CO3HAHHUIO, TYXOBHOMY BO3-
poxknenuro Poccuu. Yrpo3sl HHGOPMAIIMOHHOMY OOECIIEYEHHUI0 TOCYJIapCTBEHHON MOJUTUKH
Poccuiickoit ®@eneparuu. Yrpo3sl pa3BUTHIO OTEUECTBEHHOM MHAYCTPUHM MH(POPMALUHU, BKIIO-
Yasi UHAYCTPHUIO CPENICTB MHQOpMATH3AIUH, TEICKOMMYHHKAIIUM U CBSI3U, OOECIEYEHMIO MO-
TpeOHOCTEH BHYTPEHHETO PHIHKA B €€ MPOAYKIIMU M BBIXOJY ATOH MPOAYKLIUU Ha MUPOBOM PbI-
HOK, a TaKXe 00eCIeUeHNI0 HAKOIIJICHUS], COXPaHHOCTU U 3()h(PEKTUBHOTO HCIOIB30BAHUS OTEUe-
CTBEHHBIX MH(pOpPMAIMOHHBIX pecypcoB. Kiaccudukanus yrpos 0ezonmacHocTd WH(POpPMAIMOH-
HBIX ¥ TEJIEKOMMYHHKAIIMOHHBIX CPEICTB U cucTeM. Mozenb AecTBUI HapyIUTeNs.

Tema 4. Vicrounuku yrpo3 nuadopmaonHoi 6e3onacnoctu PO.

Buemrnue uctouHuku yrpos. BHyTpenHue ncrounuku yrpo3. Knaccudukaius nuctouyHu-
KOB YI'pO3 H ySI3BUMOCTEH HH(OPMAIIMOHHON 0€301acHOCTH.

Paznen 2. UndopmanmonHasi BOifHA, MeTOAbI U CPEACTBA €é BeJeHUs

Tema 5. Hudopmanumonnas 6e30nacHOCTb U HHOOPMAITHOHHOE IPOTUBOOOPCTBO.

[Tonsitne wHpOpManroHHON BOWHBL. [IpobmeMbl MHPOpMaMOHHBIX BOWH. CyOBEKTHI
MH(POPMAIIMOHHOTO TpoTHBOOOpcTBa. Llens mHpOpMannoHHOTO NMpOoTHBOOOPCTBA. COCTaBHBIE
YaCTH ¥ METOJIbI HH(GOPMAIIMOHHOTO MPOTHBOOOPCTBRA.

Tema 6. [Ipuembl HHQOPMAITMOHHOTO BO3ACUCTBUS B UH()OPMAIIMOHHON BOWHE.

Nudopmarnmonnas BoiHa Kak IieJIeHANpaBiIeHHOE WH()OPMAIMOHHOE BO3/ICHCTBHE WH-
¢dopmanoHHbIX cucteM. CrocoObl MepenporpaMMHpPOBaHUs MHPOPMAITMOHHBIX cucTeM. IIpo-
Oyiema Havana HHGOPMAITMOHHONW BOWHEI.

Tema 7. TunoBas ctpaterus HHPOPMALIMOHHOM BOMHBI.

O06001IeHHBIN anTOpUTM HHGOPMAIIMOHHON BOWHBI. OCHOBHBIE acneKThl HH(GOPMAITMOH-
HoM BoitHbI. [locnencTBus nHpOpMaMOHHON BOHHBI.

Pasznen 3. 3amura ot HecaHkuOHUPoBaHHOTO HocTyna (HCA) k undopmanmmn

Tema 8. Knaccuguxarms aBToMaTH3upOBaHHBIX CUCTEM U TPeOOBaHUS 110 3aluTe HH(OpMa-
1.

HoxymenTts ['ocrexkomuccun tipu [Ipesunente Poccuiickoit @enepanyn. Konnenmun 3aiu-
Thl ABTOMAaTU3UPOBAHHBIX CHCTEM U CPEICTB BBIUMCIUTENbHON TeXxHUKU. Kiaccudukanus undopma-
IIMOHHBIX CHCTEM IO YPOBHIO HX 3allUIIEHHOCTH. TpeboBaHMs K MH(OPMALMOHHBIM CHCTEMaM II0
o0ecrieueHrnI0 6e30MacHOCTH HH(POPMAITHH.

Tema 9. Ctpykrypa cucremsl 3ammtbl nHpopmarmu ot HCJl. Hasnavenue u yHKIMM 31e-
MEHTOB.

Hanpasnenus 3ammtel ot HC/I. OcnoBHble criocoOst HC/I. IlpuHnumne! 3ammtsl nHpopMa-
nuu ot HCII. Crpykrypa cuctemsl 3anmuthl nHbopmanmu oT HCJI, HazHaueHwe 1 PyHKIMH dIIeMEH-
TOB.

Tema 10. Moaenu ynpaBiieHHUs! JOCTYTIOM.

[IpaBuna pasrpanuueHus goctyna. MaHgatHas M JAUCKPELIMOHHAS MOJENM YIIPaBJIEHUS J0-
crynoM. PoseBasi u aTprOyTHbBIE MOJIEITH.

Pa3znen 4. OcHoBHBIE MeTOABI 0OecieyeHUs] HHPOPMALIMOHHOM 0€30NaCHOCTH

Tema 11. OcHOBHBIEC MOHATHS KpUITOTPadUIECKON 3alTUTH HHPOPMAIIUH.

B nanHo#i nekimy onpenessitoTes npeaMeT U 3a1aun Kpunrtorpaduu, GopMyIHpyrOTCst OCHO-
BOIIOJIArAIOIIME ONpEeIeHUsI U TpeOOBaHHA K KPUIITOrpaduiecKuM cUCTeMaM 3alUThl HHpOpMAaIny,
JIaeTCst UICTOpHUECKast CIIpaBKa 00 OCHOBHBIX 3Tarax pa3BUTHs Kpunrorpaduu kKak Hayku. Paccmarpu-
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BAETCs MPUMEp MPOCTEUINero mmgpa, Ha OCHOBE KOTOPOTo MOSICHSIOTCSA C(HOPMYIIMPOBAHHBIE TIOHS-
TUSI ¥ TE3UCHI.

Tema 12. CummeTpuuHbIe KpUNITOTpahUIECKHE CUCTEMBI.

O06o0meHHass cxemMa CUMMETPUYHOW KpUNTOCHCTeMBbl. AnroputMm mudpoBanus DES.
Cranpmapr umdposanus ['OCT P34.12-2015. OcoGeHHOCTH TpPUMEHEHHS aJIrOPUTMOB
CUMMETPUYHOTO MNP POBAHUS.

Tema 13. AcummeTpuuHBbIe KPUNITOTpaQUUIECKHE CUCTEMBI.

OO06oOmeHHass cxemMa aCHMMETPUYHOW KPHUIITOCUCTEMBbI MHU(PPOBAHUS C OTKPBITHIM
KJIt0ouoM. DYHKIMS XAIUPOBaHUS. DJIEKTPOHHAS MTOAIHUCH.

Tema 14. Mnentudukarms 1 ayTeHTHDUKAITHSA.

[Monstus unenTruKamy, ayreHTuduKanuy u apropuszaims. Kinaccudukanys cucrem ayTeH-
tudukarmu. [laponu, ceprudukatsl 1 2IeKTPOHHbIE TOANMCH. MeToIbl ayTeHTU(UKALIH.

Tema 15. Pasrpanuyenue u KOHTPOJIb AOCTyNa K HH(OPMAIIHH.

Pasrpanunuenue noctymna no BUIy, XapakTepy, Ha3HAUEHUIO, CTETIEHU BaXKHOCTU M CEKPETHOCTHU
uH(popManuy; o crnocodbam ee 00padOTKH: CUYUTATh, 3aMMUCATh, BHECTH W3MEHEHUS, BBIIOTHUTh
KOMaH/y; [0 YCJIOBHOMY HOMEpY TepMHHAJIa; 110 BpeMeHH 00paboTku U 1p. Paznenenue npuBuiieruii
Ha JIOCTYH K HH(POPMALIH.

Tema 16. TexHOTOTHHN MEKCETEBBIX SKPAHOB.

PaccmoTtpena TexHoorHs MeKCeTeBbIX 3KpaHoB (MD) - oHa U3 caMbIX MEPBBIX TEXHO-
JIOTUH 3aIUTHl KOPIOPATUBHBIX ceTel OT BHEIMHMX yrpo3. [lokazano, uro MO cmocoOCTByeT
peanu3aliy MOJUTHKH 0€301IaCHOCTH, ONPEICISET pa3pelieHHbIE CITy>KObI, THIIBI TOCTYTa K HUM
U SBJISIETCS peanu3anueil 3Toi MOJUTHUKU B TEPMHUHAX CETEBOM KOH(UTYypaluH, XOCTOB, Mapll-
pYTHU3aTOPOB U APYTUX Mep 3amuThl. DyHkuu MO

Tema 17. BupryanbHble YaCTHBIE CETH.

OcHOBHBIC TOHATUS M (PYHKIMH BHPTyalbHbIX 4acTHBIX ceTeil (VPN). Bapuantel mo-
CTPOCHHUS BUPTYaJIbHBIX 3aIUIIECHHBIX KaHatoB. CpencTBa obecniedeHus: oezonacHocT VPN,

Tema 18. Metonbl 00HapyKeHHUsI BTOP>)KEHUH (aTak).

Kpatkas ucropus Brop>kenuii (atak) Ha mHTpacetn. OcHOBHBIC MoHATHSA. Kiaccuduka-
U CUCTEM OOHapyXeHHs BTOp)KEHHH. VHTeNIeKTyanbHOEe U MOBEIEHUYECKOEe OOHapy>KeHHE
BTOPKEHHUI.

Pasnea 5. CpencrBa 3amuThl HHPOPMALMH OT HECAHKIIMOHMPOBAHHOI'O 10CTYIA

Tema 19. Cucrema SecretNet Studio.

Ha3nauenue, BO3MOKHOCTH M IOPSAA0K paboThl ¢ cuctemoit SecretNet Studio/

Tema 20. Cucrema 3ammutsl ot HCJ] «Dallas Lock».

Haznauenue, BO3MOXHOCTH, ycTaHOBKa M mopsanok pabdorsl ¢ C3U or HCJ[ «Dallas
Lock».

Tema 21. Dnexrponnslii 3aMmok "Coboup".

Haznauenue, BO3MOXHOCTH, YCTaHOBKa W TOPSAIOK pabOThl ¢ DJIEKTPOHHBIM 3aMKOM
"Cobomnp".

Tema 22. BcTpoeHHBIE MEXKCETEBBIEC SKPAHBI.

HasnaueHue 1 BO3MOXHOCTH BCTPOSHHBIX MEKCETEBBIX IKpaHOB (MD).

Tema 23. I[IporpammHo-anmapaTHBI KOMIUIEKC cpeACTB 3amuThl nHbopmaruu ot HCJ]
«AkkopI-AM/I[3».

Haznauenue, BO3MOXHOCTH, YCTaHOBKa W HCIOJb30BAaHUE IPOTrPaMMHO-AMNMIapaTHOTO
KoMIuIekca cpencTs 3amuThl uHpopmanuu ot HCJl «Akkopa—AM/I3».
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6. TEMbI IPAKTUUYECKHAX U CEMUHAPCKHUX 3AHATHUIA

[TpakTHueckre U CEMHHAPCKUE 3aHATUS HE MPEAyCMOTPEHbl YYEOHBIM IJIAHOM JTUCIIH-
TUTHHBIL.

1. JABOPATOPHBIE PABOTHI (JIABOPATOPHBII IIPAKTUKYM)

Paznen 1. UndopmanuonHas 60e30MacCHOCTh B CHCTEMe HAIMOHAJILHON 0€301MacHOCTH
Poccuiickoin Penepauuu

Tema 3. Buasl yrpo3 undopmarmonHoit 6e3omacnoctu Poccutickont @enepammm.

Jlaboparopuas pabota Ne 1. (4 gacoB). «BeipaboTKa KOHIIEITYaJIbHBIX OCHOB JIESTEIBHO-
CTH TI0 00ecTieYeHH IO HH()OPMAITMOHHOW 0€301TaCHOCTH TIPEATIPUITHS .

enp: Ananu3 wHQOPMAIIMOHHBIX AKTHUBOB, HCIOJIb3YEMbIX KOMIIAHMEH W BBIpaOOTKa
KOHIENTYaJbHBIX OCHOB JIE€ATEIbHOCTU MO O0ECNEYeHHUI0 KOPHMOpPAaTUBHOW HH(OpMALMOHHON
6e3omacHocTu. Pe3ynbTar: oTyer.

MeTtoauueckue yka3aHHsl: OCHOBHOE BHUMAaHHE JIOJDKHO OBITh YJEJIEHO MPaKTHYECKOMY
BBISIBJICHHIO YTPO3 B 0a30BBIX YSA3BHUMOCTEH KOHKPETHBIX MH(DOPMAIIMOHHBIX aKTHBOB MPEIIPH-
ATHS, a TaKKE€ BHIOOPY METOJIOB M CPEACTB NMPOTUBOJACHCTBUS UMEIOIIMMCS yTpo3aM HH(popMa-
LIUOHHOM 0€30IaCHOCTH.

Paszgen S. Cpeacrpa 3amutbl HHGOPMAIUM OT HECAHKIIMOHUPOBAHHOIO 10CTYyIA

Tema 19. Cucrema SecretNet Studio.

JlaGopaTtopnas padora Ne 2. (4 yaca). HaznaueHue, BO3MOXKHOCTH U MOPSIOK pabOTHI C
cucremont SecretNet Studio.

[ens: M3yunTh BO3BMOXXHOCTH M Hay4UThCs paboTaTh ¢ cuctemont SecretNet Studio. Pe-
3yJbTaT: OTYET.

MeTtoauueckie yka3aHHs: OCHOBHOE BHUMAaHHUE JOJDKHO OBITh YJIEJIEHO HACTPOMKE U
MPAaKTUYECKOMY OCBOEHHIO BO3MOXKHOCTEH cuctembl SecretNet Studio.

Tema 20. Cucrema 3ammutsl ot HCJ] «Dallas Lock».

Jlaboparopuas pabota Ne 3. (4 gacoB). Ha3HaueHHe U BO3MOXHOCTU CHUCTEMBI 3aIUTHI
ot HCJI «Dallas Lock».

Lenb: n3y4nTh BO3MOKHOCTH M HAay4uThCsl pabotathk ¢ cuctemoil 3amutsl ot HCJI. Pe-
3yJbTaT: OTYET.

Metoauueckie yka3zaHHs: OCHOBHOE BHMMAaHUE IOJDKHO OBITh YAEJICHO HACTPOMKE U
MPaKTUYECKOMY OCBOEHUIO BO3MOkHOCTeH «Dallas Locky.

Tema 21. DnexTponHsIii 3amMok "Cobob".

JlaGopaTtopnast pa6ota Ne 4. (2 yaca). HazHaueHue, BO3MOKHOCTH U TIOPSJIOK pabOTHI €
OnexkTpoHHBIM 3aMKOM "Coboip".

[ens: MU3yunTh BO3MOKHOCTH M HAYYUTHCS pabOTaTh C AJIEKTPOHHBIM 3aMKoM "Co0oiip".
PesynbraT: oTuer. Meroauyeckue yka3zaHHs: OCHOBHOE BHUMAHHE JIOJDKHO OBITH YJIEIEHO
HACTPOMKE, YCTAHOBKE U MPAKTUYECKOMY OCBOEHHIO BO3MOXHOCTEW 3JIEKTPOHHOTO 3aMKa "Co-
60p".

Tema 22. BcTpoeHHbBIE MEKCETEBBIE AIKPAHBI.

JlaGopatopHnast pabota Ne 5. (2 yaca). HazHaueHue n BO3MOXXKHOCTH BCTPOEHHBIX MeEKCe-
TEBBIX KpaHOB (MD).

Henb: M3y4nTh BO3MOKHOCTH M HAay4uThCsl paboTath ¢ BcTpoeHHbIMH MD (OC u anTH-
BHUPYCHBIE MMakeThl). Pe3ynbTar: oTHer.

Metoauueckie yka3zaHHs: OCHOBHOE BHMMAaHHUE IOJDKHO OBITh YAEJICHO HACTPOHMKE U
MPAKTUYECKOMY OCBOCHHUIO BO3MOKHOCTEM BCTPOEHHBIX MO.

Tema 23. [IporpaMMmHO-anmapaTHbIi KOMITJIEKC cpeacTB 3amuTsl HHGopmanuu ot HCJJ
“Axkopa—AM/I3”.

Jlaboparopuass pabora Ne 6. (2 uaca). HazHauenme u Bo3MoOkHOCTH [Iporpammuo-
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anmapaTHoro Komiuiekca cpeactB 3amutbl uHpopmamuu ot HCJl “Axxopa—AM/I3”. Llens:
N3yunTh BO3MOXXHOCTH W HAay4YHThCS paboTaTh ¢ KoMIuiekcoM cpeAcTB 3amutbl ot HCJI. Pe-
3ynbTaT: OT4YeT. MeToandeckue yKa3aHUs: OCHOBHOE BHUMAHHE JOJDKHO OBITh YJIEJIECHO
HACTPOMKE, YCTAHOBKE M MPAKTUYECKOMY OCBOCHHIO BO3MOXHOCTel [IporpammHo-anmapatHoro
KOMILJIEKca cpesicTB 3amuThl uHpopmanuu ot HC/I.

Bce nabopaTtopubie pabOTHI MPOBOASTCS B MHTEPAKTUBHOU (OpME, a UMEHHO HCIIOJIb3Y-
I0TCA:

JMAJIOroBoe 00y4YeHHEe, B X0J1€ KOTOPOI'0 OCYIIECTBIISETCS B3aUMOJACHCTBUE MEXKIY CTY-
JIEHTOM M MPETNoaBaTeIeM, MEX]y CAMUMU CTyJACHTaMH, TPYNIaMH CTYJIEHTOB;

3JIEMEHTHI JIEJIOBBIX UTP, «MO3TOBOM HITYpM» WM JAUCKYCCUU IO pacCMaTpUBAaEMbIM BO-
Ipocam.

8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PEOEPATOB

8.1 KypcoBble W KOHTPOJBHBIE pPaOOTHI HE TMPEAYCMOTPEHBI YYEOHBIM TUIAHOM
JUCITUTUIAHBI.

8.2 lIpumepHasi TeMaTuKa pedepaToB:
1. Mecto u ponb MHPOPMALMOHHOM 0€30IaCHOCTU B PA3IMUYHBIX cepax >KU3HEICSITEeIbHOCTU
JTUYHOCTH (00IIeCTBa, TOCYIapCTBA).
. Bunel 3amurmaemoit nuHGopManuu.
. MuTepecw nuuHocTH (001IeCcTBa, TOCy1apcTBa) B HHMGOpMAIMOHHON cdepe.
. Yrpo3sl undopmannoHHoii 6e3omacHocT Poccutickoit denepanuu.
. BHenHue v BHyTpeHHUE UCTOYHUKHU YTPpo3 HH(OPMALMOHHON O€30MacHOCTH roCcyAapCcTRa.
. Undopmanimonnoe opyxue, ero KIacCupUKaIys U BO3SMOKHOCTH.
. KommprorepHas cucrema kak 00beKT HHPOPMAIIMOHHON O€301acCHOCTH.
. [loHsITHE HAITMOHANLHOW O€30TTACHOCTH.
9. HatmonaneHbie nHTEpECH Poccuu B nH(DOpMaIimoHHoi cdepe.
10. Hcrounuku yrpo3 uadopmanronHoi 6e3onacHocT Poccuiickoit @enepanuu.
11. Uadopmarmonnas 6€30macHOCTs U HHHOPMAITHOHHOE TPOTHBOOOPCTRO.
12. Tunosas crpaterust UHGOPMAIIIOHHON BOWHBI.
13. Knaccuduxaiust aBTOMaTU3UPOBAHHBIX CUCTEM M TPEOOBaHUS MO 3alIUTE HHPOPMAIIH.
14. Crpykrypa cuctemsl 3ammthl nHpopmarmu ot HCJI. HaszHadueHnue u pyHKIIMH 371€MEHTOB.
15. Monenu ynpaBiieHUs] JOCTYTIOM.
16. OcHOBHBIE MOHATHS KpUNTOrpaduyecKoi 3aInThl HHPOPMALIUH.
17. CummeTpudHbIe KpUnTorpadudeckue CUCTEMBbL. JI0OCTOMHCTBA M HETOCTATKH.
18. AcummeTpuuHbIe Kpunrorpaduyeckue cucTeMsbl. JJOCTOMHCTBA M HEAOCTATKH.
19. OcHoBHbIe MeTO 1Bl OOectieueHus nH. 6e3omacHoctu. Unentudukaius u ayTeHTUGUKAIHS.
20. OcHoBHBIE MeTOBI oOecrieueHus nHPOopMaMOHHOHN OezomacHocTU. PasrpaHnnyenue u KoH-
TPOJIb AOCTYIA K HH()OPMALIUH.
21. OcHOBHBIE METO/IBI OOecTieueHust HH()OPMALIMOHHOW 6e30MmacHOCTH. MeKceTeBbIe SKPaHBI.
22. Bupryanbsabie yactHbie cet (VPN).
23. Metobl 0OHapy>KEHHsI BTOPKEHUH (aTaK).

0N n bW

8.2.1 IlpaBuna opopmieHus pedepaTon

1. O6séMm pedepara 7-10 mmcroB medatHoro Tekcta. K odopmiennio pedepaton
MPEIBSABISIOTCS TaKue K€ TpeOOBaHUs, KaKk U K KypCOBBIM paboTaMm AJisg CTYIEHTOB 3 Kypca,
OMMCaHHbIE B Yy4eOHO-METOIWYECKOM IMocoOuu: MeToauueckue yKa3aHds [0 HAalKCaHUIO
KYpPCOBBIX W JUIUIOMHBIX paboT uis CTyJEHTOB crenuanbHocTH «KoMmmbroTepHas
oe3onacHocth» / A.C. Aaapee, A.M. Upanmnos, C.M. Panee.— Ynbsunosck: Yal'V, 2017. — 40
c. URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.
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9. MEPEYEHDB BOITPOCOB K 3AUETY

1. IonsTue HaMoHANBLHOU Oe3omacHocTH Poccuiickoit denepannu. OCHOBHBIC 33719 B
oOJtacTu o0eceueHus HallMOHAJIBHOM 0€30IIaCHOCTH.

2. OCHOBHBIE 3JIEMEHTHI HAIIMOHAIbLHOU Oe30macHOCTH Poccuiickoit denepanun.

3. Knmaccudukamus Bu0oB HallMOHAIBHON Oe3omacHOCTH Poccuiickoit denepanum.

4. Nndpopmannonnas 6e3omnacHocTs. OCHOBHBIC MPUHIMIIBI M cocTaBistomue ['ocyaap-
CTBEHHOM MOJIMTUKHU oOecrieueHus nHpopMannonHoi 6e3omacHoctu Poccuiickoit deneparumn.

5. Mecto u ponb Poccum B miiobanpbHOM HHGOPMAIIMOHHOM MpocTpaHcTBe. MHTEpech
JMYHOCTH B MH(OPMAIIMOHHOH cdepe.

6. MHTtepeckl rocynapctsa B uH(popMamoHHoi cpepe. OCHOBHBIE COCTABIIAIONIME HALIU-
OHAJIBHBIX MHTEpecoB Poccuiickoit deneparnu B nHPoOpManoOHHOM cdepe.

7. IIpobmembl oOecrieueHrst THPOPMAITMOHHON 0€30MacHOCTH.

8. Ilonsitne yrpo3sl nHpOpMaIUu. YTpo3bl KOHPUIACHIIMATFHOCTH, IIEJIOCTHOCTH U JI0-
CTYITHOCTH.

9. Knaccugukanus yrpo3 uHGoOpMaIum.

10.Monenb neiCTBUI HAPYIIUTEIS.

11. HMcrounnku yrpo3 wuHpopMannoHHON Oe3omacHocTn P®. BHemHne HCTOYHUKH
yIpos.

12. Vcrounuku yrpo3 mHPOpMAMOHHON Oe3omacHocTH P®. BHyTpeHHUE UCTOYHUKU
yIpo3.

13. Knaccudukanuss HCTOYHUKOB YIpo3 M YA3BUMOCTEH MH(POpMaIMOHHON OGe301acHo-
CTH.

14. Tlonarue uHpopmarmoHHON BoWHBEL [Ipo0iaeMbl nH(OPMAIIMOHHBIX BOMH.

15. CyOwexThl u 1nenu nHGOpMaIMOHHOTO MPOoTHBOOOpCTBA. COCTaBHBIE YaCTH U METO-
161 THPOPMALTMOHHOTO TPOTHBOOOPCTBA.

16. WndpopmanroHHOe OpyXue, ero Kiaccu(ukanus 1 BO3MOKHOCTH.

17. UndopmanroHHas BoWHaA Kak IleJieHaNpaBlIieHHOE HWH()OPMAIIMOHHOE BO3/CHCTBUE
MH(OPMALIMOHHBIX CUCTEM.

18. Ilpuembl wHGOPMAIIMOHHOTO BO3ACHCTBUS B WH(MOpMarmoHHOW BoiHE. CriocoObl
MepernporpaMMHUPOBAHUS HHPOPMAITUOHHBIX CUCTEM.

19. TunoBas ctpaTerus HHPOPMATMOHHONW BOHHBI. OCHOBHBIE aCMEKThI U MOCIIEICTBU
WH(POPMAITMOHHOMN BOIHBI.

20. JHoxymentsl I'octexkomuccuu tipu IIpesuaente Poccuiickoin @eneparmu. Konuenmum
3aIUThl ABTOMATU3UPOBAHHBIX CUCTEM U CPEJICTB BHIYUCIUTEIILHON TEXHUKU.

21. Hoxymentsl ['ocrexxomuccun nipu Ilpesunente Poccuiickoit @enepanmn. Knaccuduka-
1¥s1 THQOPMAIIMOHHBIX CHCTEM T10 YPOBHIO UX 3alUIIICHHOCTH.

22. Joxymentsl I'octexkomuccuu nipu [pesunente Poccuiickoit @eneparmu. TpeboBanus k
MH(POPMAITMOHHBIM CHCTEMaM TI0 00ECTICUeHUIO O€30MacCHOCTH HH(OPMAITHH.

23. Hanpagsnenus 3aumrhl oT HecankmonupoBanHoro goctyrna (HCJI). OcHoBHBIE cIOCOOBI
HCJ. Ipununes! 3amuts! nHGopmarun ot HC/I.

24. Crpyxkrypa cuctemsl 3ammthl nH(Gopmarmu ot HCJI, HazHauenne 1 GyHKIUH 3I€MEHTOB.

25. IlpaBuna pazrpaHudeHus JocTyna K HHpopMalmy. MaHgaTHas MOJENb YIpaBiIeHUs J0-
CTYTIOM.

26. IlpaBuna pasrpannueHus 1ocTyna K uHGopMarmu. JIucKpelmoHHasi MOJICIh YIIPaBICHUS
JOCTYIIOM.

27. OcHOBHBIE TOHATHUA KpHUOTOTrpaguueckor 3ammThl HHGopMarmu. Mcropryeckas
cripaBKa 00 OCHOBHBIX ATalax pa3BUTHUS KPUIITOrpaduK KaK HaAyKH.
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28. OcHoBHBIC TpeOOBaHUS K KpUNTOTPahUISCKUM CHCTEMaM 3aluThl uHhopmanuu. [Ipu-

Mep HpocTeIero mmaopa.

29. OO6oOmeHHas cxemMa CHUMMETPUYHOM Kpunrocuctembl. CTaHmapT mHQpoBaHUS
«Marmay. OCOOCHHOCTH IPUMEHEHHUS AJITOPUTMOB CHMMETPUYHOTO MIH(PPOBAHUSI.

30. OO6oOmieHHas cxeMa aCHMMETPUYHON KPUITOCUCTEMBI MIU(POBAHUS C OTKPBITHIM
KIto9oM. OYHKIHS XOUIMPOBAHUSI.

31. OO6o6mieHHas cxemMa aCHMMETPUYHON KPUITOCHUCTEMBI MU(POBAHUS C OTKPBITHIM
KITIOYOM. DIIEKTPOHHAS MTOIITHUCH.

32. Tlonarus uaeHTUUKAIMY, ayTeHTU(UKAIMU U aBropu3auus. Kinaccudukarms cucrtem

ayTeHTU(HUKAIINH.

33. TMapomm, ceprudukarsl U UdPOBLIC MOATUCH. MeTob! ay TEeHTU(HUKAITHH.

34. TlonsaTtue pasrpaHuyeHust noctyna. PasrpaHuueHwe nocTyna mo BHAY, XapakTepy,
HA3HAYEHUIO, CTENICHN BA)KHOCTU U CEKPETHOCTH MH(POPMALIUH.

35. Texnonorus mMexcereBbIx 3kpaHoB (M3). Buast MD.

36. Texnomnorus mexcereBbiX s3kpaHoB (MDJ). dynkunn MO.

37. OcHoBHBIC MOHTHS ¥ (YHKIIUHA BUPTYyATbHBIX YacTHBIX ceTeit (VPN).

38. BapuaHTBhI TOCTpOCHHUS BUPTYAJIbHBIX 3alIUIIEHHBIX KaHaaoB. CpencTBa obecrede-
HUS 0€30MacHOCTH BUPTYaJIbHBIX YacTHBIX ceTei (VPN).

39. HaznadeHue, BO3BMOKHOCTH U MOPSAZOK paboThl ¢ cucteMoit SecretNet Studio.

40. Ha3znaueHnue, BO3MOXXHOCTH YCTAaHOBKA M TMOPSAOK PaObOTHI ¢ CUCTEMOM 3aIlUThI OT

HC/JI «Dallas Lock».

41. Ha3znavyenue, BO3MOXXHOCTH U TIOPSIIOK pabOTHI ¢ DIEKTPOHHBIM 3aMKoM "Co0oIp".
42. HazHaueHue, BO3MOXHOCTH M UCIIOIb30BAHUE TPOrPAMMHO-AIIAPATHOIO KOMILIEKCa
cpencts 3amuThl nHGopMmanuu ot HCJI “Axxopni—AMJI3”.

10. CAMOCTOATEJIbBHASA PABOTA CTYJIEHTOB

HO¥ Oe3omacHocTH Poccuii-
ckou Penepaunu

IIOATOTOBKA K caade dK3a-
MeHa

HasBanue paznenoB u tem | Bua camocrostensHoM pa- | O0bemM B | Dopma KOHTPOIIS
OOTBI yacax
Paznen 1. Undopmanmon- | [loarotoBka K  JIGKIHUH, Tectol epen
Hasi 0€30IaCHOCTh B CHUCTE- | MOATOTOBKA pedeparos, JEKLHEeH, 3a4éT
M€ HalUMOHANBHOM  0e3- | MOArOTOBKa K clave d9K3a- )
onacHoctu PO. MEHA
Tema 1. IlousTue HaImo-
HAJIBHON 0€30MacHOCTH
Pazgenm 1. Tema 2. Hamuua- | IlogroroBka Kk JIEKIUH, Tectol epen
JbHBIE UHTEPECHl Poccuu B | MOATOTOBKA pedepatos, ) JIEKLUEH, 3a4€T
nH(pOpMaIMOHHOM cdepe MOATOTOBKA K clade 9K3a-
MEHa
Paznen 1. Tema 3. Yrpo3er | [logroroBka K  JIeKIUH, TecTbl epen NeKUu-
nH(opMaInMoHHOM Oe30mac- | MOArOTOBKA pedeparos, ei, BOIIPOCHI BO Bpe-
HocTH Poccuiickon @ene- MOJTrOTOBKa K JabopaTop- 4 M1 TabOpaTOPHBIX
panuu HBIM paboTaM, MOJTOTOBKa pabor, 3auéT
K cJlaye ’K3aMeHa
Pazgem 1. Tema 4. Hcrtou- | IlogroroBka K  JIEKIUH, Tectol nepen
HUKH YTpo3 HH)OPMAIIOH- | TIOJTOTOBKA pedepatos, ) JEeKIueH, 3auéT

dopma A
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Paznen 2. Undopmanmon-
Hasl BOIHA, METO/bI U CPEJI-
CTBa €€ BEJICHUSI.

Tema 5. Madopmarnmonnas
0e30macHOCTh U MH(OpMa-
IIMOHHOE MPOTUBOOOPCTBO

IloxroroBka
IIOATOTOBKA

K  JEKIUHU,
pedeparos,

IoATr0OTOBKA K Caadc 3K3a-
MEHa

Tectol nepen
JIEKIUEH, 3a4éT

Paznen 2. Tema 6. Ilpuemsl
nH(pOPMAITMOHHOTO BO3/ICH-
CTBHSI B HH(OPMAIIMOHHOMN
BOMHE

IlogroroBka K  JIEKIIWH,
MOATOTOBKA pedeparos,
MOATOTOBKA K cllaye HK3a-
MeHa

Tectol nepen
JIEKITAEH, 3a4éT

Pasnen 2. Tema 7. Tuno-
Basi cTparerust nHpopmarm-
OHHOM BOMHBI

IlogroroBka Kk  JIEKIWH,
MIOATOTOBKA pedepatos,
MMOJATOTOBKA K CJade dK3a-
MEHa

Tectol epen
JIeKIMel, 3auét

Pa3snen 3. 3ammra oT He-
CAHKI[MOHUPOBAHHOTO  JIO-
cryna (HCI) B undopmarm-
OHHBIX CUCTEMaAX.

Tema 8. Kiaccudukamms
ABTOMATHU3UPOBAHHBIX  CHU-
cteM u TpedoBanus o 31

IlogroroBka Kk  JIEKIUH,
MIOATOTOBKA pedepatos,
MOJATOTOBKA K cJade dK3a-
MEHa

Tectol nepen
JIeKIMel, 3auét

Paznen 3. Tema 9. Crpyk-
Typa CHUCTEMBbI 3aIllUThI WH-
dbopmaruu oT HCU.
Haznauenne wu (QyHKIUN
HJIEMEHTOB

IlogroroBka K  JIEKIIMH,
MOATOTOBKA pedeparos,
MOATOTOBKA K cllaye 7K3a-
MeHa

Tectbl nepen
JIEKITUEH, 3a4éT

Pa3nen 3. Tema 10. Mone-
JIA YIPaBIECHUS JOCTYIIOM

IloaroroBka K JIEKIMH,
MOJIrOTOBKA pedeparos,
IMOJTOTOBKA K CIaye dK3a-
MEHa

Tectbl epen
JIeKIel, 3auét

Pa3nen 4. OcHOBHBIE METO-
Il o0ecrieyeHus nHpopma-
LIUOHHOI 0€30I1aCHOCTH.
Tema 11. OcHOBHBIEC TIOHS-
TAS  KpuUnTorpapuyecKkon
3alIUThl MHQOpMAINH

IloaroroBka K JIEKIMH,
MOJIrOTOBKA pedeparos,
IMOJTOTOBKA K CIaye dK3a-
MEHa

Tectol epen
JIeKIMel, 3auét

Pasnen 4. Tema 12. Cum-
METpPUYHBIE KpHUMITOTpadu-
YECKUE CUCTEMBI

IloaroroBka K JIEKIMH,
MOJIrOTOBKA pedeparos,
IMOJTOTOBKA K CIaye dK3a-
MEHa

Tectol epen
JIeKIMel, 3auét

Pa3nen 4. Tema 13. Acum-
METpPUYHBIE KpHUMITOTpadu-
YECKUE CUCTEMBI

IloaroroBka K JIEKIMH,
MOJIrOTOBKA pedeparos,
IMOJTOTOBKA K CIa4e dK3a-
MEHa

Tectol nepen
JIeKIMel, 3auét

Pasnen 4. Tema 14. Unen-
TUGUKAIMS U ayTEHTU(H-
KaIust

IloaroroBka K JIEKIMH,
MOJIrOTOBKA pedeparos,
IMOJTOTOBKA K CIaye dK3a-
MEHa

Tectol nepen
JIeKIMel, 3auét

Pazgen 4. Tema 15. Pas-

IToaroroBka K JIEKIIMH,

Tectol nepen

dopma A
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TpaHUYCHHUC U KOHTPOJIb
JIOCTYTIa K HH(GOPMAITHHI

MOJIrOTOBKA pedeparos,
MOJITOTOBKA K C/1aue K3a-
MeHa

JIeKIMel, 3auét

Pa3nen 4. Tema 16. TexHo-
JIOTUA MEXKCETEBbIX JKpa-
HOB

IloaroroBka K JIEKIMH,
MOJIrOTOBKA pedeparos,
IMOJTOTOBKA K CIa4e dK3a-
MEHa

Tectol nepen
JIeKIMel, 3auét

Paznen 4. Tema 17. Bup-
TyaJlbHbl€ YaCTHBIE CETH
(VPN)

IToaroroBka K JIEKIIMH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/Iaue HK3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Paznen 4. Tema 18. Mero-
bl OOHApPYXEHUST BTOPIKE-
HUH (aTak)

IToaroroBka K JIEKITHH,
MOATOTOBKA pedepaTos,
MOATOTOBKA K C/1aue HK3a-
MeHa

Tectol nepen
JIEKITUEH, 3a4éT

Paznen 5. CpencrBa 3amu-
Thl uWHGOpPMAIIUKH OT He-
CaHKIMOHUPOBAHHOTO  JI0-
cryna. Tema 19 Cucrema
SecretNet Studio

[TonrotroBka  pedepartos,
MOATOTOBKA K JjabopaTop-
HbIM paboTam, MOATOTOBKA
K c/1a4ye SK3aMeHa

TecTbl epen NeKuu-
€i, BOIPOCHI BO Bpe-
M1 TabOpaTOPHBIX
pabor, 3auéT

Pasnen 5. Tema 20. Cu-
crema 3ammtel oT HCJ
«Dallas Lock».

[Toaroroska pedeparos,
MOATOTOBKA K TabopaTop-
HBIM paboTaM, OITOTOBKA
K cJ1aue PK3aMeHa

Tectbl Iepen AEKIU-
€H, BOIIPOCHI BO Bpe-
M3 Ta0OPaTOPHBIX
pabort, 3a4éT

Pasngen 5. Tema 21. Onek-
TpoHHBIH 3amMoK "Cobomb".

[Toaroroska pedepatos,
MOJATOTOBKA K TabopaTop-
HBIM paboTaM, OITOTOBKA
K cJ1aue DK3aMeHa

Tectbl Iepen AeKIU-
€H, BOIIPOCHI BO Bpe-
M3 Ta00PaTOPHBIX
pabort, 3a4éT

Paznen 5. Tema 22. Bctpo-
€HHBIE MEXCETEBbIE SKPAHbI

[Toaroroska pedepatos,
MOJATOTOBKA K TabopaTop-
HBIM paboTaM, OITOTOBKA
K cJ1aue DK3aMeHa

Tectbl Iepen AEKIU-
€H, BOIIPOCHI BO Bpe-
M3 Ta0OPaTOPHBIX
pabort, 3a4éT

Paznen 5. Tema 23. Ilpo-
rPAMMHO -  allapaTHbLIA
KOMIUIEKC CPEACTB 3alllUTHI
unpopmanuu ot HCJI “Axk-
KOpI»

[Toaroroska pedeparos,
MOJATOTOBKA K TabopaTop-
HBIM paboTaM, OITOTOBKA
K cllaue dK3aMeHa

Tectbl Iepen AEKIU-
€H, BOIIPOCHI BO Bpe-
M3 Ta0OpPaTOPHBIX
pabort, 3a4éT

dopma A
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11. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHUE
JAUCHUIITINHBI

a) CMCOK peKoMeH/1yeMoii TuTepaTyphbl:

OCHOBHasl

1. 3ammra wHGOpPMAIMK: OCHOBBI TEOPHH: YUCOHMK JUisi OakalaBpuara M MarucTparypbl /
[MernoB A. IO., llernmoB K. A. — M.: UznmarensctBo IOpaiit, 2019. — 309 c. https://biblio-
online.ru/viewer/zaschita-informacii-osnovy-teorii-433715.

2. HoeukoB B.K., MadopmarimonHoe opyXue - OpyKHUe COBPEMEHHBIX U OyayIIuX BOWH
[DnexTponnslii pecypc] / HoBukos B.K. - 2-e u3n., ucnp. - M.: T'opsiaas nunus - Tenexom, 2013.
- 262 c. - ISBN 978-5-9912-0166-7 - Pexum JOCTyTa:
http://www.studentlibrary.ru/book/ISBN9785991201667.html

3. JlonozoB H.JL., IlporpammHubie cpencTBa 3amuThl HHGOPMAIIMU: KOHCIICKT JICKIUH [ D1eK-
TpoHHbIN pecypc] / Jonozo H.JL. - HoBocubupcek: M3a-so HI'TY, 2015. - 63 c. - ISBN 978-5-7782-
2753-8 - Pesxxum noctyma: http://www.studentlibrary.ru/book/ISBN9785778227538.html

JAOMOJTHHUTEIbHAs

1. Hexommepueckas untepHet-Bepcust CIIC "KoncynbranTtlimroc":

1.1 Jokrpuna unpopmannonHoii 6ezomacuoctu Poccuiickoit ®@eneparnun (Yxa3z [pesu-
nenta P® ot 05.12.2016 N 646 "O06 ytBepxkaenuu JJokTpruHbl HH()OPMAITMOHHOW 0€30TTaCHOCTH
Poccuiickoit ®enepanun')

Pexxum moctyma: http://www.consultant.ru/document/cons_doc LAW 208191/

1.2 Crpaterust HaumoHabHOU Oe3zomacHocTH Poccmiickort @eneparu (Yka3 Ilpesunenta
Poccwuiickoit @eneparmu ot 31 aexadpst 2015 roga N 683 "O Crparerny HalmoOHAJIBHOM Oe30macHo-
ctu Poccuiickoii deneparmun')

Pexxum moctyma: http://www.consultant.ru/document/cons_doc LAW 191669/

1.3 ®enepanbhblii 3akoH 0T 27.06.2006 N149-D3 "O6 undpopmanuu, HHPOPMALMOHHBIX
TEXHOJIOTHSX M 3aIuTe HHPOpMaIiu'"

Pexxum moctyma: http://www.consultant.ru/document/cons_doc LAW_61798/

1.4 3akoH P® 2010 roma N 390-®3 «O 6e3omacHocTn» Pexum mocryma:
http://www.consultant.ru/document/cons_doc_LAW_108546/

1.5 ®enepanbubiii 3akoH oT 27.07.2006 N152-®3 "O nepcoHanbHbIX NaHHBIX'" Pexum
noctyna: http://www.consultant.ru/document/cons_doc_ LAW_61801/

1.6  ®epepanbHbiii 3akoH 0T 29.07.2004 N98-D3 "O kommepueckoil TaliHe" Pexum
noctyna: http://www.consultant.ru/document/cons_doc_ LAW_48699/

2. Ceunape H.A., UHCTpyMeHTaIbHBIN KOHTPOJIb W 3aluTa WHOOpMAIUU [DIEKTPOH-
Hblil pecypc]: CBunape H.A., Jlankun O.B., Jlanunkun A.Il, Ilorexeuxuit C.B., Ileperoxun
O.M. - Boponex: BI'VUT, 2013. - 192 c. - ISBN 978-5-00032-018-1 - Pexum npoctyma:
http://www.studentlibrary.ru/book/ISBN9785000320181.html.

3. TOCT-3Okcnept - enunas 6a3a 'OCTo Poccuiickoit deneparnuu ayist 00pa3oBaHus 1
MIPOMBIIITICHHOCTH:

3.1 TOCT P UCO/MDK 27002-2012 UudopmanrioHHast TEXHOJIOTHs. METOIBI U Cpe/I-
ctBa oOecrnieueHust 6ezomacHocTd. CBOJ HOpM U npaBui MeHemkMeHTa. ' OCT-Dkenepr - eau-
Has 6a3za 'OCTos Poccuiickoit @eneparuu 1y1si 00pa3oBaHUs U TPOMBIIUICHHOCTH. — Pesxum
nocryma: https://gostexpert.ru/gost/gost-27002-2012;

3.2TOCT 28147-89 Cuctembl 00paboTku nHpOpMaIU. 3amuTa Kpuntorpaguaeckas.
AJAropuT™ Kpuntorpagpuueckoro npeodpasopanus. — Pexum goctymna
https://gostexpert.ru/gost/gost-28147-89

4. AnnpuanoB B.B., Ob6ecneuenue nHpopManoHHON Oe3zomacHOocTH OusHeca [Diek-
TpoHHBIA pecypc| / B. B. Anapuanos, C. JI. 3edpupos, B. b. 'onoanos, H. A. lN'onayes. - 2-¢
u3., nmepepad. u gom. - M.: [IUIICuP, 2011. - 373 c. - ISBN 978-5-9614-1364-9 - Pexum no-
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crymna: http://www.studentlibrary.ru/book/ISBN9785961413649.html.

5. TymanoB C.A., Cuctema 3ammThl HHGOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa
Ha ocHoBe "DallasLock 8.0" [Dnekrponnsiit pecypc]: / Tymanos C.A. - HoBocubupck: M3a-Bo
HITY, 2016. - 56 c¢ - ISBN 978-5-7782-2826-9 - Pexum jgoctyma:
http://www.studentlibrary.ru/book/ISBN9785778228269.html.

Y4eOHO-MeTOoAuYecKast

1. Meroauyeckue ykazaHusi Uil IPOBEACHUS J1a0OpaTOpHBIX paboT mo 3amuTe uHpop-
MaluM Ui CTyAeHTOB crernuanbHocTe "KommbioTepHas Oe3omacHocTs", "Maremarnueckoe
obecriedeHrne U aJIMUHUCTpHpoBaHKuEe MH(opMaroHHBIX cucteM", "VH(POKOMMYHUKALMOHHBIE
TEXHOJIOTHU U cucTeMbl cBs3u", "Cucremuslii aHaim3 u yrpasienue" / A. C. Auapees, C. M.
bopomun, A. M. MHsanuos; VYal'VY, OMuMT. - Vaesnock : VYal'¥V, 2015.- URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/297

2. JIaGopaTOpHBIi MPAKTUKYM IO MaTEMaTHYECKUM METO/IaM 3alTUThl HH(OPMAIUH:
y4e0.-MeToa. ykazanus s crerl. "KommbrorepHas 6e3omacHoCTb, "MaTeMaTnueckoe obecrie-
YeHUE U aJJMUHUCTpUpPOBaHKe nHPopManMoHHbIX cucteM" / A. B. AmMunapos, A. M. Ban110B,
C. M. Paniees; YaI'V, ©DMUHAT. - Viuesaaosck: Yiul'V, 2016. 54 c. URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/270

3. UBaHuoB A. M.

MeTtonudeckue yka3zaHus ISl CAMOCTOSTEIbHOU paboThl CTYICHTOB 10 IUCIUTUTHHE
«OcHOBBI HH(POPMALIMOHHOM 0€30MaCHOCTU JUISl CTYIEHTOB CIIEUAIUTETa MO CIIEHUaTbHOCTAM
10.05.01 u 10.05.03 ounoit popmsl oOyuenus / A. M. UBannoB; Yal'Y, dak. MaTeMaTHKH, HH-
dbopm. 1 aBuarll. TeXHOJNOTHH. - YabsHoBck: Y'Y, 2020. - 3ari. ¢ sxpana; HeomyOmrukoBaHHBIH
pecypc. - DnekTpoH. TekctoBbie naH. (1 ¢aiin: 403 KB). - TekcT: 3MeKTpOHHBIH.
http://lib.ulsu.ru/MegaPro/Download/MObject/4263
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0) [IporpamMHoOe o0ecnieueHne
- onteparnonHas cpexa OC Windows/ Anbt PaGoyast cranmus 8;
- Microsoft Office / MoitO¢duc CtannapTHBIH.

B) IIpodeccuonanbHbie 6a3bl JaHHBIX, HH(POPMALIMOHHO-CIIPABOYHbIE CHCTEMBI

1. DJ1eKTPOHHO-0UOJINOTEYHbIE CUCTEMBbI:

1.1. [Mudposoii oopazoBarenbHbIN pecypc IPRsmart : anexTpoHHO-OMOIMOTEYHAS] CUCTE-
mMa : caiut / OOO Komnanusa «Ai Ilu Ap Menmua». - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — PexuM noctyna: [uisi 3aperucTpup. mosib3oBaTeneil. - TeKCT : anek-
TPOHHBIN.

1.2. O6pazoparensHas miathopma FOPAMT : oGpasoBaTenbHbIl pecypc, SIeKTPOHHAS
6ubmmoreka : caiit / OO0 Dnekrponnoe m3garensctBo IOPAWT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pexxum goctyna: 1uis 3aperucTpyp. mosib3oBateneil. - TeKcT : 3JeKTPOHHBIH.

1.3. baza mannbpix «3nexkTpoHHas oubnuoreka texauyeckoro BY3a (3bC «KoncynpTant
CTYACHTa») : JJEKTPOHHO-OMOIMoTeuHas cuctema : caidt / OOO Ilonurexpecypc. — Mocksa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyma: ais 3aperucTpup.
[I0JIb30BaTesel. — TEKCT : IJEKTPOHHBIN.

1.4. KoncynbTaHT Bpada. DJIEKTPpOHHAS MEIUIIMHCKAs: OMOIMOTeKa : 0a3a TaHHBIX : caiT /
OOO Beicmias 1mKona OpraHu3allid U YIpaBJIEHUs 3ApaBOOXpaHEeHHEM-KOMIUIEKCHBIN Meau-
IMHCKHI KOHCANTUHT. — MockBa, [2022]. — URL: https://www.rosmedlib.ru. — Pesxum noctyna: st
3apErUCTPUP. MOJIb30BaTENEH. — TEKCT : JIIEKTPOHHBIM.

1.5. Bonbmas MequinHcKass OMOIMOTEKA : AICKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
OO0OO byxkan. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum poctymna: nmis
3aperucTpup. nmojp3oBarenei. — TEeKCT : 3JIeKTPOHHBI.

1.6. OBC Jlans : anekTpoHHO-OMOMMOoTeYHas cucreMa : cailt / OO0 3BC Jlanb. — CaHKT-
[TerepOypr, [2022]. — URL: https:/e.lanbook.com. — Pexxum ocTyma: ajist 3aperucTpup. Mojb30Ba-
Tened. — TeKCT : DJIEKTPOHHBIM.

1.7. OBC Znanium.com : 3JIeKTPOHHO-OMOIMOTeHas cuctema : caiit / OO0 3HaHuyM. -
Mocksa, [2022]. - URL: http:/znanium.com . — Pexxuim 1ocTyna : st 3aperucTpup. nojb30Bare-
JIer. - TeKCT : 2IeKTPOHHBIN.

1.8. Clinical Collection : HayuHo-uH(popMmanmonHas 6a3a qanabix EBSCO // EBSCOhost
: [moptan]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-
€97828f9f7¢1%40sessionmgrl02 . — PexxuM noctyna : U1 aBTOpU3. MOJIb30BaTeNel. — TEeKCT : dJek-
TPOHHBIH.

1.9. baza nanHbIX «PyccKuil Kak HHOCTPaHHBIN : 3JIEKTPOHHO-00pa30BaTENbHEBIN pecype
JUIsT MHOCTpaHHBIX CTyneHTOB : cat / OO0 Kommanus «Ai I[lu Ap Meama». — Capatos,
[2022]. — URL: https://ros-edu.ru. — Pexxum noctyma: [uis 3aperucTpup. nojab3oBareneid. — TeKeT
: DJICKTPOHHBIH.

2. Koncyabrantllintoc [D1ekTpoHHBIN pecypc]: cnpaBouyHas mpaBoBas cuctema. /000
«Kouncynprant [Intoc» - DnekTpoH. nas. - Mocksa : Koncynsrantlmtoc, [2022].

3. ba3bl 1aHHBIX NEPUOANYECKUX U3TAHUI:

3.1. baza panHbIX nepuonnueckux m3gaHuil EastView : snextponHsbie xypHaibl / OO0
NBUC. - Mocksa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum mocryna :
JUISl aBTOPHU3. TIOJIb30BaTeNe. — TEKCT : 3JIEKTPOHHBIM.

3.2. eLIBRARY.RU: nayunas snexTpoHHas 6ubnuoreka : cailt / OOO Hayunas Dnek-
TpoHHas bubmmoreka. — Mocksa, [2022]. — URL: http:/elibrary.ru. — Pexxum mgoctyna : mjis aBToO-
pu3. nonb3oBarenei. — TEeKCT @ 3JEKTPOHHBIN

3.3. DnekTponHas 6ubimoteka «M3marensckoro goma «I'pebennunkoB» (Grebinnikon) :
anektponHas 6ubnuoreka / OO0 UJ] I'pebennukoB. — MockBa, [2022]. — URL: https://id2.action-
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media.ru/Personal/Products. — PexXuM goctyna : mjisg aBTOpU3. MOJIb30BaTeNend. — TEKCT : 3JIEKTPOH-
HBIN.

4. ®enepanbHasg rocygapcrseHHasi MHpopmanuonnasi cucrema «HanmonaabHas
3JIEKTPOHHAsi O0M0JIMOTeKay : AIeKTpoHHas oubnuoTeka : caiit / ®I'BY PI'b. — Mockasa, [2022].
— URL: https://m6.pdp. — Pesxxum goctyma : A moiap3oBaTeNneld HayuyHo Ombmuoreku. — Teker :
AJIEKTPOHHBIN.

5. SMART Imagebase : nayuno-undopmaruonnas 6asa nanusix EBSCO / EBSCOhost : [moprain].
- URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741. — Pesxum gocryna : Jjisd aBTOPU3. IOJIb30BaTeE-
nei. — 3o0paxeHue : 2JIeKTpOHHBIE.

6. ®enepanbHbie MHPOPMAITMOHHO-00pa30BaTeIbHbIE MOPTAJIbI:

6.1. Emunoe oxno joctynma k o6pasosatesnbHeiM pecypcam : (henmepanpHbid moptan . — URL:
http://window.edu.ru/ . — TEKCT : 3JIEKTPOHHBIMN.

6.2. Poccuiickoe o6pasosanue : deaepanbHbId mopTan / yupeautenb OI'AY «OUL[TO». —
URL: http://www.edu.ru. — TEKCT : 2JIEKTPOHHBIIA.

7. O0pa3zoBaTenbHble pecypebl Yal'y:

7.1. DnexkrponHas 6ubianoTeyHas cucrema Yiul'y : Monynb «neKTpoHHas OMOIHOTEKa»
ABUC Mera-ITPO / OO0 «/lata Dxcmpeccy». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum 11o-
cTyna : JUisl IoJIb30BaTeNell HayqHOH OMOIHOTeKH. — TEKCT : AIEeKTPOHHBIN.

CornacoBaso:
3am.Hay. YUTuT /__KmoukoBa A.B. / )/
JIOJKHOCTE coTpyaHuka YUTuT [0)5(0] f TITHACE aara
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JJUCIHUIIJINHbI:

- MyJbTUMEIUIHbBIE CPEJICTBA: KOMIIBIOTEP U IPOEKTOP;

- MynbTUMeauiinble TexHojoruu. MS Office, Internet Explorer;

- cucTeMa 3alUThl KOH(OUISHIIMATIbHON HH(POPMAIMH U IEPCOHATIBHBIX JaHHBIX «Secret
Disk. bazoserii kommiekt ¢ USB-ka04oM — 4 KOMILIEKTa;

- 2NeKTpOoHHBIN 3aMOK "C0007b" — 3 KOMIUIEKTA;

- TEpCOHAIbHBIE CPECTBA AyTCHTU(UKALIUHN U 3AIUIIEHHOTO XpaHeHHs TaHHbIX - USB-
KJIFOUH 1 cMapT-KapThl e Token — 3 koMruiekTa;

- cucrema 3amuThl oT HCJI «Dallas Lock». 4 komiuiekra;

- MPOTrpaMMHO-aIIapaTHBIN KOMIUIEKC cpeacTB 3anuThl nHGpopMannu ot HCJI “Axkkopa—
AMJI3” — 1 KOMILIEKT.

AynuTtopus U1 IPOBEICHUS 3aHATUH - 2/240.

Aynutopust 2/240 yKOMILIEKTOBaHA CIEIHATU3UPOBAHHON MeOemblo, yueOHOH JOCKOii,
UMEIOTCS MYJBT MYJIbTUMEIUNHBIE CPEJICTBA: KOMIBIOTEP U MPOEKTOP; UCIOIB3YIOTCS MYJIbTH-
meauitabie Texnonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEOUAJIBHBIE YCJIIOBUA AJISA OBYYAIOHIUXCHA
C O'PAHUYEHHBIMU BO3MOKHOCTSAMMU 310POBbS

B ciydae HeoOXoauMOCTH, 00YHaIOMUMCS U3 YHCIIA JIUL C OTPAHUYEHHBIMU BO3MOXKHO-
CTSIMH 3/10pOBbs (110 3asBJICHUIO 00YYarOIIMMCs) MOTYT MpeUIaraTbCsl OTHU U3 CIEAYIOIIUX Ba-
PHAHTOB BOCHIPHUATHA MH(DOPMAIIUH C YUETOM UX WHAMBHUIYAJIBHBIX MCUXO(PU3NIECKUX BO3MOXK-
HOCTEM:

— JUIs ULl ¢ HapyLIEHUEeM 3peHus: B (opMe 3JIEKTPOHHOTO JAOKyMEHTa, MHIUBUIYaJIb-
HbIe KOHCYJIBTAIlUM C IMpPHUBICYEHUEM TUDIOCYpAONEPEBOIUNKA, WHAUBUIYAIbHBIC 3aJaHUS U
KOHCYJIbTaIus;

— JUIs JIMIL C HapyLIeHHEM ciiyXa: B opMe 3JIEKTPOHHOTO JOKYMEHTa, MHAUBU Ty alIbHbIE
KOHCYJIbTallUU C NPHUBJICYCHHUCM CYPAOIICPCBOAYNKA, WHAUBUAYAJIBHLIC 3aJlaHUS U KOHCYJIbTA-
s,

— JUIs ML C HAapyLIEHHUEM OIMOPHO-IBUTATEeNILHOTO ammapara: B (popme 3JeKTPOHHOTO
JOKYMEHTa, MHAUBUAYyalbHbIE 3aJaHNU U KOHCYJIbTALUA.

B ciysae HeoOXOAMMOCTHM HCIONB30BaHMS B  Y4eOHOM TMpolecce 4YacTH4-
HO/MCKITIOUMTEIBHO JIUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJOTHM, OpraHu3aius padoThI
[TIC ¢ obyuaromumucs ¢ OB3 u uHBamMIaMu MpeayCMaTPUBACTCS B JIEKTPOHHOW MHGPOpMa-
IIUOHHO-00Pa30BaTENILHON CpeJie ¢ YYETOM MX MHIMBUAYAIBHBIX MCUXO()U3NYECKHX 0COOEHHO-
CTeH.

PmpaGOTqHO l - JOTIEHT Kadeapol Wpanuos Anjapeit MuxainoBud

NOANHCH JAOMKHOCTE DHO
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